Step 1

Connect your DVR into a Modem or Router using basic Ethernet / Cat-5 cable
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Step 2
Identify your Network IP Address

In order to identify your network IP addresses go to a computer that is connected

to the same network as the DVR.

On Windows, click the start button, select Run andty p e fioC MilBswn below,

and click OK. See example below:
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The command prompt below will appear. Ty p e odnd glick Bnief. ilt gill
display a total of three different IP addresses (example 192.168.XXX.XXX).

ev CAWINDOWS\system 3 2\CMD.exe

Microsoft Windows HP [Uersion 5.1.260801
¢G> Copyright 19285-2001 Microsoft Corp.

C:sDocuments and Settings~Ouwnerripconfig_

e CAWINDOWS\system3 2VCMD..exe

Connection—specific DNE Suffix

IP Address. . . . . . . . 192_.168.1.3
Subnet Mask . . . . . . 25525052558
Default Gateway . . . . . 192.168.1.1

C:Documents and SettingssOunerr_

The top addr ess i saddyessu The [tanit@atéwayraddsesslisP
your Router. Please make sure you write down all 3 addresses as they
appear. You will need them in order to complete the next step.



Step 3
Assign a unique IP Address to the DVR

You now must assign a unique IP address to your DVR on the Network. For

example, ifyourcomput er 6 s | P addregoui sah9makeé8t he3 DV
address 192.168.1.4 by simply changing the last digit.

Go to your DVR and click MENU, select SYSTEM, and then NETWORK. Input
the new IP address you have selectedintot h e DiX&wosk Settings, along
with the Subnet Mask and Default Gateway address. Exit and Save your
changes in the DVR menu.
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Now that you have assigned an IP address to your DVR you can use the fpingo
command to see if it is recognized on your network.

Go back to your computer and click start , select Run, and Type CMD. Type

APl 09 168. XXXDXRXEGS | Pintattdedconensral prompt and
click Enter.

« Command Prompt

Microsoft Windows EP [Uersion 5.1.26081
(C>» Copyright 1985-2881 Microsoft Corp.

C:Documents and Settings~Ouner>ping 192.168.1.4
Pinging 192.168.1.4 with 32 bytes of data:

192.168.1.4: hytes=32 time=S1mz TTL=128

192 _.168.1.4: hytes=32 time=1ims TTL=128

192168 .1 .4: bytes=32 time=imz TTL=128
Reply from 192.168.1.4: hytes=32 time=1ims TTL=128

Ping statistics for 192_.168.1.4:
Packets: Sent = 4. Received = 4. Lost = A
Approximate round trip times in milli-seconds:
Hinimum = ims, Maximum = S5ims,. Average = 13ms

C:“Documents and Settings*Ouner>




¢+ Command Prompt

Microsoft Windows HP [Uersion 5.1.266@1
CG>) Copyright 1985-2801 Microsoft Corp.

C:*Documents and Settings“Ouwnerping 192 _168_8601._.6820

192.168 A+b With 32 bytes of data:

timed out.
timed out.
timed out.
timed out.

Ping statistics for 192.168.1.16:

Packets: Sent = 4. Received = B, Lost = 4 (188x loss>.

C:“Documents and fSettings“Ounerr>_

IfyougetafReplyoi t was successful
your network connection has failed.

t shows

You now have access to the DVR from any computer on the assigned

network. Simply open the Internet Explorer browser and type

192.168.XXX. XXX (DVR's IP address). Then download the ActiveX control.
You will need to make some temporary changes to the security settings in your

browser in order to enable the ActiveX control.

Changing your Security Settings:

1. When you first access the DVR using Internet Explorer, you may encounter
this error when IE is trying to install the ActiveX control required to drive the

Remote View.

Intarnet Explorer - Security Warning

Windows has blocked this software because it can't verify the publisher.

Name: DVROcxEx.cab
Fublisher: Unknown Publisher

l% Tn help protect yaore campnker, Windnws will hlack saffware when it frannnk
verify the publisher. See how this helps protect your computer.
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2. For Internet Explorer to work with Remote View, settings in Internet explorer
must be changed. Click on Tools, and then Internet Options.
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3. Select the Security tab and click Customer level in order to change the
Active X control.

Internet Options - Security At Risk ===

General | Security | privacy | Content | Connections | Programs | Advanced |

5( Your security settings put your computer at risk

Select a zone to view or change security settings.

@ & v/ O

Localintranet  Trusted sites  Restricted
sites

Internet

;@ This zone is for Internet websites,
except those listed in trusted and
restricted zones.

Sites

Security level for this zone

Custom
- Your security settings are below the recommended
level, putting your computer at an increased risk of
online attack.
- To change the settings, dick Custom level.
- To use the recommended settings, dick Default level.

[]Enable Protected Mode (requires restarting Internet Explorer)
[ Custom level... ] [ Default level ]

[ Reset all zones to default level ]

[ox J[ concel Aoply




4 . Scrol |l down t Bavnlbad srsigned ActivieX Goatols{nbtn d i
secure)o .Change the setting to Enable (not secure). Also, change the
Initialize and script ActiveXCont r ol s n ottoBEmablenotdsécure).

Security Settings - Internet Zone (3]

Settings

@ Enable -
|¢| Download signed ActiveX controls
() Disable
(7) Enable (not secure)
@ Prompt (recommended)
\#| Download unsigned ActiveX controls (not secure)
(") Disable (recommended)
@ Enable {(not secure)
() Prompt
\#| Initialize and script ActiveX controls not marked as safe for s
() Disable (recommended)
@ Enable (not secure)

() Prompt
\#| Only allow approved domains to use ActiveX without prompt
() Disable
@ Enshla 4
< 1T} »

*Takes effect after you restart Internet Explorer

Reset custom settings
Resetto:  [Medium-high (defauilt) v [ Reset. |

[ OK I [ Cancel ’

5. Click OK to exit out the Security Setting window and click OK to exit out the
Internet option window. Close all Internet Explorer windows.

6. Launch I nternet Explorer again.Yotou shoul
current security settings put your computer at risk. Click here to change

your securitys et t i mgsBO NOT CHANGE ANMISSETTI NGS
POINT. You may do so AFTER the ActiveX Control installation is completed and

you have successfully logged on to your DVR from another computer on the

network.



7. Right click on the yellow bar and select Install ActiveX Control. Please be
patient - the installation may take longer than expected depending on your
systemd performance.

2 WebCam - Microsoft Internet Explorer
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':j To help protect your security, Internet orer stopped this site from installing an ActiveX control on your

Install ActiveX Control. ..
What's the Risk?

Information Bar Help

I@ Done




8. Once the ActiveX Control is installed, the Login Screen is displayed. This is an
indication that you have successfully installed the ActiveX Control and you have
connected to your DVR. Simply log on to your DVR using the correct username
and password. Please refer to your DVR manual to obtain this information.




Step 4
Open Ports on Router for Remote View

Log into your network Router by typing the Default Gateway IP into the Address

Bar on your Internet browser (For Example: 192.168.1.1). You will be prompted

to enter your Rout er 6 s Pleasexefer to goneR cauntde rpéass s wo r
manual to obtain this information. This will usually be set to something

simple, such as user name: fAadminodo and password:

Onceyougetontoyourrout er 6 s riha nert stgpasgoeconfigure your
network for remote access. In order to do this, you will need to configure your
router's port forwarding settings.

The port forwarding process varies dependent upon router model. You can
visit www.portforward.com for a list of guides by router model. You can also
contact your router provider with additional questions regarding the port
forwarding process.

Configure Port Forwarding:

Go to APort Forwardingd settings and select
will need to forward HTTP (port 80)t o vy o u rIP (Bxsniple s

192.168.XXX.XXX). You can input port 5000 as the ending port. Make sure you

Forward the Ports on.ATCP & UDPO Protocol s
Pl ease refer to the APort Forwardingo instru
order to confirm which specific ports need to be forwarded.

/5 NETGEAR Router - Windows Intemnet Explorer
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Setup Wizard Ports - Custom Services
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http://www.portforward.com/

When you have finished configuring the port forwarding in your router, you will
need to test your network. Go to a computer on the same network as your DVR
and type www.canyouseeme.org. Your fPublic IPOaddress will appear and it will
ask which port you want to test. Please enter the port that you opened for your
DVR (port 80) and select Check. You will get a response indicating whether it
was a ASucdéwrar®0 or an

If the test was successful, your ports are open and you can now access
your DVR remotely over the internet by typin
address bar on your Internet browser.

If you get a response indicating there was an error, can either contact your router
manufacture so they can assist you in the Port Forwarding process, or just
double check to see if you made any potential errors in the port forwarding
process.
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http://www.canyouseeme.org/

